HQC SINH LOP 10 UNG DUNG INTERNET VA AI TRONG HQC TAP
BAI “AN TOAN TREN KHONG GIAN MANG”

B Nguyén Thi Thanh Tric | To Vat li - Tin hoc

Huomg iing Tuan 1¢ hoc tdp sudt doi, phdt huy tinh than tw hoc, sang tao va
ndang cao nang lyc so cho hoc sinh.

Trong thoi dai chuyén ddi s6, Internet va tri tué nhan tao (Al) dang mo ra
nhiéu co hdi hoce tap mdi. Huong ung Tuéan 12 hoc tap sudt doi, hoc sinh lop 10 da
van dung Internet két hop véi su hd tro cua Al dé tim hiéu Bai 9: “An toan trén
khong gian mang”. Tur nd1 dung bai hoc, cac em chu dong tim kiém, chon loc
thong tin va xdy dyng san pham duéi ba hinh thic: vin ban Word, bai trinh chiéu
PowerPoint va infographic.

Hoat dong khong chi giup hoc sinh cung cb kién thirc Tin hoc ma con tao
co hoi ren luyén k¥ nang tu hoc, khai thac thong tin, sit dung cong nghé va phat
huy kha nang sang tao.

1. San pham vin ban Word — Chii dong tim hiéu, hé thong hoéa kién
thire

Véi san pham Word, hoc sinh tim hiéu va tong hop cac ndi dung vé an toan
trén khong gian mang, trinh bay kién thiic theo bd cuc 1 rang, két hop cac vi du
minh hoa phil hop. Qua trinh thyc hién gitip cic em rén luyén k¥ ning tim kiém,
chon loc thong tin va soan thao van ban.
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Bai 9. AN TOAN TREN KHONG GIAN MAN

1. Mgt s8 nguy cor trén khéng gian mang
= Tin gid va tin phan vén héa: Thang tin bj xuyén tac, sai léch sy that hodc trai vai thuan phong mif tyc lan
truyén nhanh chéng,
s Lira ddo trirc tuyén: Cic thi doan nhin tin gid mao, kéu goi chuyén tién, gi4 danh co quan chirc ning dé
chiém doat tai san,
* L théng tin ca nhan: Viéc so hé lam ro ri ho tén, s& dién thoal, dia chi, tai khoan ngan hang dan dén hé lyy
xau.

« Bt nat trén khdng gian mang: Hanh vi diing mang x3 hoi dé lang ma, qudy réi, gdy ton thuong tam Iy cho
nguri khac.
o Nghign mang x& hdl: Ding Internet va cic (ng dung qua mire gy anh hudng dén sirc khbe, hoc tip va cude

song thue.
2. Phan mém déc hai (Malware)
*  Virus may tinh: Doan m3 déc gan vao phan mém chinh thng dé x3m nhap, ty nhin ban va lay lan.
«  Saumay tinh (Worm): Phin mém déc hai hoan chinh ty tim cach Iy lan qua mang ma khéng cin bam vio
tép tin khac,
s Trojan: Phin mém ngyy trang dudi dang (g dung hiru ich nhung chira m3 déc d& danh cép dir lidu hodc
pha hoai hg théng.
3. Cach irng phé va bao dam an toan
*  Bdo vi thong tin cd nhin: Khong chia sé dir ligu riéng tu bira bai; chi két ban véi ngur thyrc sy quen bit
trén mang.
«  Cinh gidc véi ngudn tin: Chi truy cip cic trang web chinh th8ng, kiém chirng ki théng tin truéc khi chia sé.
«  Urng phé khi bi bt nat: Chia sé& ngay véi ngurdr than, thiy cé hodc co quan chirc ning khi gip phai hién
tuong bit nat, de doa trire tuyén.
»  Sirdyng c8ng cy bio m§t: D3t mit khiu manh, cip nhit hé digu hanh va diing phin mém diét virus thudng
xuyén.
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San phcfm van ban Word do hoc sinh thuc hién.
2. Sian pham PowerPoint — Trinh bay kién thirc sinh dong

Thong qua bai trinh chiéu PowerPoint, hoc sinh lua chon nhirng ndi dung
trong tam, két hop chit viét va hinh anh dé truyén tai kién thirc mdt cach tryc quan,



dé hiéu. Pay ciing 1a dip dé cac em thuc hanh k¥ ning thiét ké bai trinh chiéu, to
chutre thong tin va phat trién kha ndng thuyét trinh.
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Mot s6 trang trinh chiéu PowerPoint vé an toan trén khéng gian mang.

3. San pham infographic — Lan téa thong diép an toan trén khong gian
mang

V6i hinh thirc infographic, hoc sinh ¢6 dong kién thtrc thanh nhiing thong
diép ngin gon, dé nhd, két hop hinh anh, biéu twong va mau sic. Cac ndi dung
tap trung vao viéc bao v¢ thong tin c4 nhan, gilt an toan tai khoan, canh giac véi
duong dan la, nhan dién thong tin khong dang tin cdy va Gmg Xt vin minh trén
moi truong mang.



Bai 9: an toan tréen khong gian mang

S6 thir ty 02
1. CAC NGUY CO CHiNH
(KEY THREATS)

1. Fake News (Tin gia)
Tin gia & Phan van héa:
Théng tin sai léch,

giat gan.

2. Lira ddo trén mang
Lira dao trén mang:
Mao danh, chiém doat
tai san.

3. L9 thong tin ca nhan

L thong tin cd nhan:
Mat tién, qudy rdi.

4. Bat nat qua mang

= 2 8 hong tin. % v

Bét nat trén khéng gian \ cic hoat déng khang

mang: = 2. Trinh ghi phim % mong mudn.

DE doa, bia dit. (Ghi ai thao téc) .g.- m _

5 + Boan mé déc phi Liphin mém hon ctinh, | hin g, liojae: Y
r 5. Nghién Int t 3. Ctra sau ginvii phdnmém khdc | cothé tyly lanqualB hing | thuimg ding dédich clp + Dinh c3p thang tin,
1o ghien Interne: (Tao I6i di bi mat) asm gty || bomiiklargeidey || Sy kg chiém quyén trén
i) Nghién mang: : i srane) méy tinh,

Dung Internet quéa mirc.

Il. PHAN MEM DOC HAI
(MALWARE)
1. Cac loai chinh:

Virus
(Gan vao phan mém khéc)

.

Worm/Sau
(Tu lay lan)

Trojan
(Gian diép ndi gian)

. Co ché (Trojan):
9

R

1. Phan mém
gian diép

4. B) cdng cu goc
(Chiém quyén cao nhat)

0 Mét s6 nguy co tren mang

A Céc nguy ca chinh: ° Ciich phong trénh:
@ Chitruy cap trang web
Tingid ding tin cBy.
@ Canh gidc vdi tin gia
Q Lira dio va lia dio.
@ Béo mét thong tin ca nhan,
L5 thong tin cd nhin mét khdu.
g Bt nat trén mang
@ Nghién Internet

9 Phan mém ddc hai
/ Phén mem ddc hai (malware) 1a
) — phén mém dugc tao ra véi myc dich
| A x3u, gdy hai hodc lam mét an toan

@ Chikét ban véi nguén quen;
khi bi bt nat nén bdo cho
ngudi thén hoic thiy co.

@ Khong sir dung Internet
qué nhiéu.

Virus, worm:
¥ Liylanvagiyra ‘M

Cach phong chong

B Mg

Khdng mé lién két Khang dé 1
hoac tép la trong email, mat thiu.
tin nhan.

1l. BIEN PHAP PHONG VE

@ O oy

Truy cép web Gilr bi mat Chi két ban véi
uy tin info cd nhan ngudi quen

£

Chia sé khi
bj bat nat

Cén than khi tai hodc
530 chép tép tir Internet,
USB, thé nhd.

:(2): @hi nhd:
(- ghinh
B smos

Sir d\_mg phan mém
chdng phan mém déc hai.

Chia sé khi
bi bat nat

Cén than khi truy cip mang - bdo mét théng tin c4 nhan -
khéng mé ndi dung déng ngd - si dyng phén mém bao vé may tinh.
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Bao mat
Sir dung phan mém  mat khau
diét virus

Han ché thai
gian online

Internet @

}, i
RN L6p:109 288 Nnom:2 B V6 Thinh Dat Cule 9 f m o
ilhah St =

Hinh 3: San pham infographic do hoc sinh thiét ké.
4. Hoc tap chua dong, sir dung Al ¢6 trach nhiém

Qua hoat dong, hoc sinh ¢6 co hoi van dung kién thire dd hoc vao thuc té,
dong thoi rén luyén k¥ nang khai thac Internet va sir dung cac cong cu Al hd trg
hoc tap. Cac em cling dugc dinh hudng kiém chig thong tin, lya chon nguén tai
li¢u dang tin cay, khong phu thuoc may modc vao ndi dung do Al tao ra va téon
trong quyén tac gia.

Ba hinh thirc san pham thé hién nhiing céch tiép can khac nhau nhung cing
hudng dén muc tiéu gitp hoc sinh hiéu rd hon vé an toan trén khong gian mang,
biét bao vé ban than va c6 trach nhiém v&i hanh vi ciia minh khi tham gia moi
truong sb.

Hoat dong hudng tng Tuan 18 hoc tap sudt doi 1a dip dé hoc sinh phat huy
tinh than ty hoc, chi dong kham pha tri thirc va sang tao trong hoc tap. Tu nhing
san pham cuy thé, cac em timg budc hinh thanh ky nang so can thiét, gop phan xay
dung thoi quen hoc tap thuong xuyén, hoc tap subt doi va trd thanh nhitng cong
déan sb an toan, van minh, c¢6 trach nhiém.

“Tyi tué khéng phdi la san pham ciia viéc hoc 6 trwong, ma la né luc suot
doi dé dat dwoc no.” (Albert Einstein — Nha Vat Iy Iy thuyét)



